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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonactoctu. Obwas vacts npu ucnonssosavun CK3W nog ynpaenennem OC iOS.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3W Kpuntollpo CSP Bepcum 5.0 KC1 (PKTAN.00101-01) nog ynpasnennem OC iOS wcnonb3syercs B
nporpaMMHO-annapaTHbIX Cpeaax:

Apple i0S 8/9/10/11/12 (ARMv7, ARM64).

Co cpokamm 3KcnslyaTauuu OMEPauLMOHHBIX CUCTEM, B cpese KoTopbix dyHkumonupyet CK3W, moxHo
03HaKOMUTLCS MO ClefyroLeMy afpecy:

http://www.apple.com/support/

1.2 KnoyeBble HOCuTEeNn

MNepeyeHb NOAAEPKNBAEMbBIX KNHOYEBLIX HOCUTENEN B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHol nnatdgopMmbl

otpaxeH B XKTHAN.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Ncnonb3oaHue HocuTeneii APYrnx TunoB [ONYCKAETCA TOJIbKO MO COrjiaCcoBaHUto C ®OCB Poccun.

HocuTeneid, Ho He BxoaaT apaiisepsl gns OC. Mo Bonpocam nosnyyeHusi gpaiiBepoB HEOOXOANMO ODpaLLaTLCS
K NPOU3BOAUTENSIM COOTBETCTBYIOLNX YCTPOCTE.

@ Mpumeyvanne. B coctas auctpubytusa CK3U Bxogat 6ubnmoTeknm nogaepKy BCeX MNEPeYNCIEHHbIX
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2 OcobeHnHocTun pacnpocTtpaHeHns CK3UM Kpuntollpo CSP
nopn, ynpasaeHmem OC i10S

[ns onepaymnontoii cuctemsl iOS Kpuntollpo CSP moxeT noctaBnsiteest AByMsi cnocobamu:
1) B Buae dpelimBopka ans pa3spaboTku;
2) B cocTaBe NpUKNagHON NPOrpaMMmel.

B nepeom ciyuae ¢peliMBOpPK pacnpocTpaHsieTcsl B COOTBETCTBUM C TpeboBaHusAMU pa3gena 2 AOKYMEHTa
2THAM.00101-01 95 01. MNpaBuna nonb3oBaHuUs.

Bo BTopom cnyvae npuknagHas nporpamma, kotopas cogepxut CK3W Kpuntollpo CSP, n komnnekT
3KCMJIyaTaUMOHHON AOKYMEHTaUUU MNOCTABAAETCA NOAb30BaTENO  YMOJHOMOYEHHON opraHmsauueii  cnocobom,
onpefeneHHbIM B AOKYMEHTALMU HA MPUKIALHYIO MPOrpaMmy, HanpuMmep:

1) nocpepcTBOM 3arpy3ku MpuKAaAHON NMPOrpaMMbl B KOPNOPaTUBHOA CETH;

2) nocpeacteom 3arpysku B cetu Nuteprer (Apple Store).

Mpn HeobxoAMMOCTM A/t MOJyHeHUs BO3MOXHOCTU aKTuBaumu yctaHoBouHbix Mogyneii CK3W Kpuntollpo
CSPnonb3oBaTenb HanpaeasieT CBOW yYETHbIe faHHbIe YTIONHOMOYEHHOR opraHnsaunmn. YYéTHble faHHbIE MOTYT ObIThb
HampaB/ieHbl NOCPEACTBOM 3aMOJIHEHNSI CMELMAaNN3NPOBaHHON PerncTPaLnoHHoON opmMbl Ha calite YNOAHOMOYEHHOI
opraHm3auuu.

[Nocne nonydeHusi YNOAHOMOYEHHOW OpraHW3auneil Y4YETHbIX [aHHbLIX MOJb30BATENO MPELOCTABASETCA
JMUEH3NOHHbIT  Kof. JINLEH3MOHHBIA KOA MOXET BBOAMTBHCS Kak B OkHe naHenu ynpasnedns CK3W, Tak u
YCTaHABAMBATLCS B COCTaBe CEpTMPUKATA OTKPLITOrO KJKOYa MOJbL30BATENsl, @ TaKXKe €ro BBOL MOXET ObiTb
peanun3oBaH CpeACcTBaMu NPUKIALHON NPOrpaMmbl.

PazpaboTumkn nporpammHoro obecredyeHusi OAHOBPEMEHHO C DOPMUPOBAHMEM 3JIEKTPOHHON MOAMMCH
AncTpubyTreos (Ha 3apybexHbIX KPUNTOANrOpMTMaXx, MO YCTaHOBJIEHHBIM KoMmnaHueid Apple npouesypam) [omKHbI
BBLIYUC/ISTL 3HAYEHUS] KOHTPOJIbHLIX CyMM ANCTPUOYTUBOB paspabaTbiBaeMoro mpogykTa Mpu MOMOLM CPEeACTBa
KOHTPOJIS UenocTHocTy (cpverify.exe uam MHOrO CepTUULNPOBAHHOTO CpeacTBa). JaHHble 3Ha4eHNst KOHTPOSIBHBIX
CYMM JOJIXKHbI ObITh 3a(pMKCMpPOBaHbI B AOKYMEHTAL MM Ha pa3pabaTbiBaeMblii MPOZYKT.

[okymeHTaLmeli Ha NPUKAALHYIO MPOrpaMMy TaKXXe AOJKHA ObiTh y4TEHA HEOOXOAUMMOCTL NPOBEPKM YKa3aHHOM
KOHTPOJIbHOW CYyMMbI B0 YCTaHOBKM AUCTpMbyTnBa.

Aktusauus CK3U Kpuntollpo CSP Ha pabouyem MecTe nonb3oBaTesisi MOXET ObITb OCYLLECTB/IEHA TOJBKO B
C/lyHae NOATBEPXKAEHUS LLeIOCTHOCTY MOJTyHEHHbIX YCTaHOBOYHbLIX Mogysei npunoxerusi, mogyneii CK3U Kpuntollpo
CSP n akcnnyaTaunoHHOW AOKYMEHTaLMN.
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3 VYcTaHoBka aunctpubytusa N0 CK3U

Ons onepauwvonHoii cuctembl iOS Kpuntollpo CSP He noctaBnsieTcs B BUAE KOHEYHOrO MPUSIOXKEHUS.
KpunTtollpo CSP gns iOS npeacraenser coboii dpeiimeopk ans pa3paboTku, KOTopbIli cofepXuT B cebe 0bbeKTHbII
cpaiin CPROCSP, peanusytowmii nntepcpeiic CSP, pecypcbl v 3arosioBouHble paiifibl C OMMCAHWEM [OCTYMHbIX
yHkunii. PpeiiMBOPK HE MMEET MEexaHW3Ma CaMOCTOSITE/ILHON YCTAHOBKM B OMEPALMOHHYIO CUCTEMY. YCTaHOBKa
OCYyLLECTB/ISIETCSA B COCTaBe MPUKAAAHON Nporpammebl, pa3paboTaHHO Ha OCHOBe (hpeliMBOpKa TeMU CpeacTBamu,
KOTOpble MpeafaraeT pa3paboTynk NpUKIALHOR NPOrpaMMbl.

Bcrpausanune CK3W B npuknagHoe MO ponkHO OCyLLECTBAATLCS B COOTBETCTBUM C TpebOBaHUAMU pa3gena
8 pokymenta XKTHAWM.00101-01 91 01. Pykoeoactso agmuHuctpaTopa bezonacHoctu. Obuwias 4acTb, HOKYMeHTa
MKTAKN.00101-01 96 01. Pykoeoacteo nporpammucta u n. 1.5 pokymenta XKTHA1.00101-01 30 01. Popmynsp.

4 (Qo6HosneHune NMO CK3U

O6noenenne CK3M Kpuntollpo CSP Ha iOS ocywiecTBnsercs B COCTaBe NPUNOXKEHUS, BKIKOYAOLWErO B Cebsi
Kpuntollpo CSP cornacHo nHCTPyKLMsSM OT NPOM3BOAUTENS MPUIOMKEHUSI.

5 HacTpoiika CK3U

5.1 BknwouyeHue pexnma yYCUJIEHHOro KOHTPOJIS WCMOJIb30BaHUS
KJao4emn

Mpu ectpaneanun CK3U Kpuntollpo CSP B npunoxenusi iOS gomkeH BbiTe BKIOYEH PEXUM YCUNEHHOMO
KOHTPOJI UCMNOJIb30BaHUA Kitodeli. PeXxum yCcUIeHHOro KOHTPOSi WCMOAb30BaHMsA  Kitodeli  obecneuusaer
OCYLLIECTBJIEHNE KOHTPOJSI CPOKa AeliCTBUS JOJArOBPEMEHHBIX KJKOYel S/eKTPOHHON MOAMUCK U KIOYEBOro obmena,
KOHTPONA [OBEPEHHOCTN KJtoYell NPOBEPKU SNEKTPOHHON MNOAMUCA N KOHTPOJSIA KOPPEKTHOMO WCMO/b30BaHMS
NPOrpaMMHOrO JaTyuKa Cy4aiiHbix Yncen. [is BKNIOYEHMS 3TOrO pexxnma B KOHPUrypaLnoHHbliA daiin config. ini
B pa3gen [Parameters] Heobxoanmo fobaBuTL CTPOKY:

StrengthenedKeyUsageControl = 1

[ns obecneyeHnsi KOPPEKTHOrO (OYHKLMOHMPOBAHMS NMPOBaiepa B H4acTM BbIPabOTKN 3N1EKTPOHHOR NOANUCK, a
TaKkxe paboTbl C BpEMEHHBIMM KNtoHaMu (B HacTHOCTH, Anst paboTbl B pamkax TLS-coeguHennsi 6e3 aytenTudpukaumm
K/AWEHTA) 1 TeHepauunm Ciy4qaiiHbiX [aHHbIX HEOOXOAMMO NpPOU3BECTU BbIPAOOTKY [ONTOBPEMEHHBIX KIIHOHEN,
NpeABapuUTENIbHO MPOBEPUB, YTO 3aPErMCTPUPOBAH XOTs Obl OAMH AATHMK CAyYaliHbIX YnCen.

@ Mpumeuanne. Ncnonbsosanne CK3W 6e3 BkAOUEHWUS peXXMMa YCUMIEHHOrO KOHTPOJISt WCMOJIb30BaHUS
KJIHOYel paspellaeTcst UCKIIOUYNTENIbHO B TECTOBBIX LiENIsIX.
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6 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctn skcryatauun CK3W B obbeme pasgena 5 pgokymenta MTHAK.00101-01 91 01.
PykoBogcTeo agmuHuctpatopa besonacHoctu. Obwas 4yacte u pasgena 5 XTAK.00101-01 95 01. lpaeuna
NoJIb30BaHUS.

Mpu skcnnyataumn CK3W Ha nnatdopme iOS npu obpaboTke koHumaeHumansHoik uHdopmauunm ans
KOHKPeTHOro MmobuibHoro ycrpoiictea, pabotatowero noa ynpasnedunem OC iOS nponssogcTsa KomnaHuu
Apple, DoMmKHbI BbINOAHATLCA AelicTByowme B Poccuiickoli Pefepaunn TpeboBaHus No  3awWUTe OTKPLITON
(koHdMAEHLMANBHOI) NHGOPMaLMM OT YTEYKM MO TEXHWYECKUM KaHanam. [laHHoe TpeboBaHme He npegbsiBAsSiETCS
B caydae skcnnyataumu CK3W Ha nnatdopme iOS npu obpaboTke oTKpbITOR MHpopMauun, JOCTYN K KOTOPOI
HE OrpaHWYMBaeTCs COrNacHO 3akoHogaTenbcTBy Poccuiickoli Penepaunn. Booc n ucnonbsosaHue MobunbHoro
ycTpoiicTea, pabotatowero nog ynpaenennem OC iOS npoussogcTea komnaHum Apple, B nomeweHunsix, B KOTOpbIX
BEYyTCA NEPEroBOpbl CEKPETHOIO COAEPXKAHUSA UK NPOBOAATCA paboTbl CEKPETHOro xapakTepa, be3 nposefeHUs ero
cneunanbHbIX UCCNefoBaHU 1 CneunanbHOl NMPOBEPKM 3anpeLlatoTcs.

Mpun wucnonbsosanun CK3UW Kpuntollpo CSP  nog ynpaenednem i0OS Heobxoaumo npegnpuHsThb
LOMOJIHUTENIbHBIE MEPbI OPraHU3aLNOHHOIO 1 TEXHWYECKOTO XapakTepa W BbIMOJHUTL LOMOJIHUTENbHbIE HACTPOIKN
onepaymoHHoli cuctemel. [py 3Tom cTaBuTCA 3agada He ToNbKO obecneynTs AOMONHUTENBHYIO 3aLMTY YCTPOCTBA
mu OC ot HCHA, Ho n obecneunTts becnepeboliHbiii pexxuM paboTbl M UCKAIOYUTbL BO3MOXXHOCTW «OTKasa B
0bCNyXXNBaHUN Y, BbI3BAHHOTO BHYTPEHHUMMU NpUYMHaMK (HanpuMep, NepenonHeHnem haiioBbIX CUCTEM).

6.1 OpraHmusaymoHHo-TexHn4eckue mepbl 3awmtbl oT HC/L

1) Mpn ncnonbsosanun CK3W Ha ycTpoiicTBax, MOAK/IOHEHHBIX K ODLIEAOCTYMHLIM CETSIM CBSI3U, AOJKHbI
ObITb NpeanpuHATHEl AOMOAHUTENbHBIE MEPbI, WCKIOYAIOWMNE BO3MOXHOCTb HECAHKLMOHMPOBAHHOTO JOCTyna K
CUCTEMHBIM PeCypcam MCMoJib3yeMbIX OMEPALMOHHBIX CUCTEM, K MPOrPaMMHOMY ODecneyqeHmto, B OKPY>KEHMM KOTOPOro
dyrkymonmpytor CK3WU, n k komnonentam CK3W co cTOpoHbI yKa3aHHbIX ceTei.

2) MpaBo poctyna k ycrpoiictey ¢ ycranoneHHbiM 10 CK3W npegocTaBnsieTcss Tonbko anuam,
O3HAaKOMJIEHHBIM C MpaBWUJaMM MNOJbL30BAHUA W NU3YYUBLUUM SKCMJYaTaLMOHHYIO AOKYMEHTALMIO Ha NporpaMMHoOe
obecnedyenne, nmeroee B ceoem coctase CK3U.

3) Ha TexHnuyeckux cpeactBax, ocHaweHHbix CK3W, momKHO MCMonb30BaTbCs TONBKO JINLEH3NOHHOE
nporpaMmmHoe obecnederne dupm-nponssognTeneii.

4) Ha mMobunbHOM YCTpOIiCTBE HE YCTaHaBAMBAlOTCS cpefcTBa paspabotkm m otnagku MO. Ecan cpepctea
OTNAAKMN MPUSIOKEHWT HYXKHbI /151 TEXHOJIOMMYECKIX NOTPebHOCTE OpraHn3aunn, To X UCNOb30BaHNE JOJXKHO DbIThb
CaHKLMOHUPOBAHO agMUHMCTpaTopom besonacHocTu. B ntobom ciayyae 3anpeLtaetcsi MCNOAb30BaTh 3TW CPEACTBA AJ1st
MPOCMOTPa M PEAAKTMPOBaHUS KOAA U NamsTu Npuioxkednii, ncnonbsytowmx CK3U.

5) HomkHbl BbITb MPUHSATBI Mepbl MO MCK/IOHEHNIO HECAHKLMOHMPOBAHHOrO AOCTyNa K YCTpOWCTBaM, Ha
koTopbix ycTaHoeneHsl CK3W, noctopoHHux nuu, no pogy CBOER AEATENbHOCTUA HE SBASIOLLMXCS MEPCOHAOM,
JOMyLLEHHbIM K paboTe € ykasaHHbIMU ycTpoiicTBamu. B cnydae Takoil HeobxogumocTu gosmkeH bbiTe obecnedeH
KOHTPOJIb 3a UX AelicTBUAMU U obecnedyeHa HEBO3MOXXHOCTL HEraTUBHbIX AEACTBUIA ¢ ux ctopoHbl Ha CK3MU,
ycTpolicTea, Ha koTopbix akcryaTupyetcss CK3W, n 3awmwaemyto nHdopmaumio.

6) [omkHo bbITb 3anpeLyeHo oCTaBNsATL DE3 KOHTPOIS YCTPONCTBA, Ha KoTopbix skcrayaTupyetcs CK3W, nocne
BBOAA KJOYeBOW uHdopMauuun. B uHbix cnyyasx, octaensas ycTpoiictso ¢ ycraHosneHHbiM CK3U 6e3 koHTpons,
HeobxoanMo 3ab10KMpPOBaTL SKPaH YCTPOIACTBA.
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7) N3 coctaBa cuctembl [JO/KHO ObITb MCKAOHEHO 0bOpysOBaHME, KOTOPOE MOXET CO34aBaTb Yrposy
6ezonacHocTn OC i0S. Takxke HeobxogMmo n3beratb NCMNOIL30BAHNS HECTAHAAPTHbLIX anNapaTHLIX CPEACTB, UMEOLLINX
BO3MOXXHOCTb BANSATL Ha pyHKumoHmposarue yctpoiictea uan OC iOS.

8) Mocne nucrannsuyun OC iOS cnepyeT ycTaHOBUTL BCE PEKOMEHAOBAHHBIE MPOU3BOLMTENIEM OMNEPALVOHHOINA
CUCTEMbI MPOrpaMMHbIe OOHOBIEHUSI U MPOrpaMMHbIe OOHOBIEHNS, CBSA3aHHbIE C HE30MACHOCTLIO, CYLLECTBYIOLME Ha
MOMEHT WHCTaNNALNN.

6.2 [OononHuntenbHble HacTpoiikm iI0OS n onepayuoHHbLIX CUCTEM, K
KOTOPbIM YCTPOWCTBO noakstoyaercs yepes iTunes

6.2.1 WnamBupyanbHas HacTpoiika i0S

B nacTpoiikax iOS B pasgene « General — Passcode Lock» Heobxoaumo BkatounTs naponu. Heobxogumo 3apats
CNOXHOCTb NapoAst N HAaCTPOWKM OISt YAANEHUS AaHHbIX B Cy4ae HEMPaBUILHOrO BBOAA MapoJisi, COOTBETCTBYIOLLNE
TpebosaHuam n. 5.4 gokymenta XXTAM.00101-01 95 01. Mpasuna nonb3oBaHus.

6.2.2 KopnopaTtusHas HacTpoiika i0OS

KopnopaTtusHasi HacTpoiika iOS eeinontsietcs npu nomowwm iPhone Configuration utility. Jannoe MO moxHo
cKa4aTb C caiita paspabotumka. [JokyMeHTauusi no yTunmTe Takxke AOCTYNHA Ha caiite paspabotyuka. [pu nomowym
iPhone Configuration Utility MmoxHO co3aaTb npocunb HaCTPOKKM 4SS YCTPOWCTBA N NPUMEHUTL €0 K OGHOMY UK
HECKOJIBKUM YCTPOACTBaM:

1) Co3zpgaiite npocuib CO CneayOWNMN NapaMeTpamu:

a) B pasgene «passcode» Bbibepute «require passcode on device» u ycTaHOBUTE HAaCTPOIIKM:

e Maximum passcode age — 180 days

e Passcode history — 6

e CNOXHOCTb Mapossi W HacTPOWKW ANsi YAANEHWsl AaHHbIX B C/y4Yae HEMpaBMJILHOrO BBOAA Maposist
LOJDKHBI COOTBETCTBOBaTL Tpebosanusim n. 5.4 pokymenta MTHAN.00101-01 95 01. MNpaeuna nonb3oBaHus

6) B pa3sgene «restrictions» OTKNOHUTE BCE PA3pELLEHNS), KOTOPbIE HE SIBASIOTCS HEODXOAMMBIMUN A5
BbinosiHeHusi paboTel. OTkatounte «Allow installing apps». Ecin ata BoaMoxHOCTE Heobxoguma anst pabotsl,
eé HeoDXOAMMO OCTaBUTbL, HO HACTPOUTL OrpaHuyeHnsi Hepes cpeactea MDM (cm. Huxe).

B) Ecnm B opraHmsauum wnmeetcs cepeep Anst ynpasneHust mobusbHbimMu ycTpoiictBamu (Mobile
device management (MDM) server), To B pasgene «mobile device management» Heobxoanmo HacTpouTb
nogkntodeHne Kk Hemy. CepBep MOXET BblTb WCMOMB30BaH A/ MOJYYEHUs| HACTPOeK (B TOM YMC/IE HOBbIX
npodbuieli HACTPOEK) U MPUIOXKEHWIA.

2) VcraHoBMTE Ha YCTPOICTBO BCE HEOOXOAMMOE NPOrpaMMHOe obecredeHmne U NPUMeHNTE KOHGUIYpPaLMOHHbIA
npocbusib. ITu AefCTBUS TaKXKE MOXKHO CAeNaTb LUEHTPaIU30BaHHO npu noMowm cepsepa MDM.

6.2.3 Hactpoika OC, kK KOTOpOW YyCTPOWCTBO noakato4aercst npu nomouiy iTunes

1) BeimonHnTte pekomeHgaumm no gonosHuTensHoi Hactpoiike OC 13 pykoBogCTBA  afMMHMCTPATOpa
6ezonacHocTu ans cooteetcTaytoweii OC.
2) Ecnn Ha ycTpoliCTBE XpaHATCS 3aKpbITble KIKOYM, Pe3epBHbIE KOMUN YCTPOWCTBA, CAENaHHbIE MPY NMOMOLLM
iTunes, gomkHbl bbITL 3awwmndposanbl. Oas aToro:
e YcTaHOBMTE Ha KOMMbLIOTEP, K KOTOPOMY nogkatodaetca ycrpoictso, M0 ana wudposanus daiinos
(nanpumep, Kpuntollpo EFS).
e BbinonHuTe pesepsHoe KONMpOBaHWE AaHHbLIX YCTPONCTBA Ha KOMMLIOTEP.
e C nomowpto MO ans wudposarns dalinoe BbINONHUTE 3aWNdpoBaHNE PE3EPBHONA KONUM.
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7 TpeboBaHusi No KpunTorpacdpmnyecko 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01. PykoeoacTteo agmuHucTpatopa besonacHoctu. Obuwas yacte B yacTu, Kacatoweiics OC iOS.

Heobxognmo BbINOAHUTL HACTPOIKY onepaunoHHoi cuctembl ans pabotel ¢ CK3W no paza. 6.2.

KoHTponem LenocTHOCTN Jo/KeH ObiTb OXBayeH WCMONHsieMblli halin NPUKAAZAHOA NMPOrpaMmbl, B COCTaB
koTopoii Bxogut CK3W.
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[NMpnnoxxeHue A
KOHTpOJ/1b LEe/IoCTHOCTU NporpaMMHOro obecnevyeHus

MNporpammtuoe obecneyenne CK3W Kpuntollpo CSP nmeet cpenctsa obecnevenusi koHTpons uenoctHoctu MO
CK3W, koTopble BOMKHBLI BBINMOHSIOTCS NEPUOLNYECKN.

PaspaboTtunk npuknagHoii nporpammbl, cogepxatweii CK3W Kpuntollpo CSP, momxken paccumTtaTth x3Lw
NPUIOXKeHNs. X3LW XPaHUTCS B pecypcax npuaoxeHus n koHtpoampyercs cpeacteamu Kpuntollpo CSP npu kaxgom
3anycke NpUIOKEHMSI.

Ecnu B pesynbTaTe NEpUoOANYECKOro KOHTPOS LIENOCTHOCTMN NOSABASIETCA COODLLEHNS O HAPYLLEHNI LENOCTHOCTH
KOHTposinpyemoro dpaiina, nosib3oBaTens 0bsizaH NpekpaTuTb paboTy n 0bpaTUTLCS K aAMUHUCTpaTOpy BesonacHocTy.

AgmununctpaTtop 6€30MacHOCTY JOJIXKEH MPOAHANN3NPOBATL MPUYUHY, MTPUBEALLYIO K HAPYLUEHWIO LENOCTHOCTH,
U B C/lyYae HEOBXOAMMOCTMN nepeycTaHoBUTL Npusioxenue, cogepxatiee MO Kpuntollpo CSP.
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[NMpnnoxxerHue b
VYnpaBsieHne npoToKoJMpoBaHnem

3agaTb ypoBEHb NPOTOKONIMPOBAHNS MOXHO B KOH(bUrypaLnoHHom caiine ans iOS B cekuun [debug]. Popmat
3anucu B cpaiine:

<Ha3BaHHe MOOyIA>=<ypoBeHb XypHAIUPOBaAHUI>
<uasBaume Momyina>_fmt=<popmaT mpoToxrosa>
Hanpumep:

cpecsp=1

cpcsp_fmt=57

3HavyeHMeM napameTpa ypoBeHb NPOTOKOA SBASIETCS buTOBast Macka:
N DB ERROR =1 # coobuenus ob ownbkax

N DB LOG = 8 # coobLueHusi o Bbi3oBax

3HayeHnem napametpa opmaT NpoOTOKONA SBASIETCS bUTOBasi Macka:
DBFMT_ MODULE = 1 # BbiBoguTh nMsi Mogynsi

DBFMT _THREAD = 2 # BblBOAUTbL HOMEP HUTKU

DBFMT_FUNC = 8 # BbiBOguTh nMsi cbyHKLMM

DBFMT _TEXT = 0x10 # BbiBOAMTL CaMo coobLueHmne

DBFMT HEX = 0x20 # sbiBoguts HEX gamn

DBFMT_ERR = 0x40 # BbisoguTb GetlastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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