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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykoeogcteo pononHsieT gokymeHT MKTAWM.00101-01 91 01. PykoBoACTBO agMUHUCTpPaTOpa
bezonacHocTu. Obwas yactb npu ucnonbzosanun CK3W B BupTyansHbix cpegax.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Pernctpauus

PernamenT

CBT
CepTtudpmkar

CepTtudpmkauus
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COoC
cC
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LIC
LIP
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N

Cnuncok onpeaeneHnii n cokpalleHunii

Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
ABTOoMaTu3MpoBaHHoe paboyee mecTo

ABTOMaTU3MpOBaHHAs CMCTEMA

Mbknli MarHNTHBIA ANCK

Hatunk cnyyaiinbix Yncen

Mectkuii marHuThblii guck (Hard Disk Drive)
HecaHkumoHmposaHHbIA gocTyn

OnepauuoHHasi cuctema

MporpaMmHo-annapaTHbIA KOMMIEKC

Mporpammuoe obecneyeHmne

lMpuceoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KJito4a, MpaB WCMONb30OBAHUS U T.M.)
aboHeHTy

COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CpeACTBa BbIYUCNTENBHOU TEXHUKN

DNEKTPOHHbIN [OKYMEHT, MOATBEPXKAAIOWNIA MPUHAANENKHOCTE OTKPBLITOrO KJtOYa WM KItoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Mpouecc wn3roToeneHnst cepTudMkKaTa OTKPLITOTO KJOYa WAW KJO4Ya MPOBEPKU 3JIEKTPOHHONA
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CpeacTBo KpunTorpacbnyeckoi 3awmnTbl MHopMaLny
Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)

CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.
CeTeBoii CnpaBoOYHNK

Cpepa yHKLMOHNpPOBaHMS

Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LlenTp Peructpauyun

DNEKTPOHHbIA AOKYMEHT

BHEKTPOHHaﬂ noanncb
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

CK3W Kpuntollpo CSP sepcumn 5.0 KC1 (XKTAM.00101-01) ncronbsyercs B BUPTyasbHbIX Cpeaax:

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

B kauecTBe rocteBbIX BUPTYaNibHbIX CPEA AOMYCKAETCS UCMOJb30BaTh MPOrpaMMHO-annapaTHbie NaaTgopMbl,
nepeuncnenHsole B n. 3.2 XXTHAN.00101-01 30 01. Popmynsap.
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2 TpeboBaHus no 3awmte ot HC/],

2.1 Oprannsayus pabot no 3awmnte ot HC/

Heobxogmmo Hanuume Kak MUHUMYM ABYX PYHKLMOHABHBLIX POJIEil BUPTYyanbHOW UHAPaCTPYKTYpbI:

1) AgMUHNCTpaTOp BMPTYasbHbIX MAaLUMH, OCYLUECTBASIOWMA YNPABIEHNE KOMMOHEHTAMN BUPTYasibHOM
MHPPACTPYKTYpPbI: BUPTYaNbHBIMU MALLUNHAMUW, CEPBEPHLIMU KOMMOHEHTAaMU, CUCTEMOI XPaHEHUS HaHHBIX.

2) AamunuctpaTop 6€30MacHOCTU, OCYLLECTBASIOWMA aAMUHIUCTPUPOBAHNE BUPTYasIbHBIX MaLLUH.

Mpumevanue. BuptyansHas uHdpacTpykTypa (nHgpacTpykTypa BupTyanmsauum, BUpTyanbHasi cpepa) —
B 3aBUCMMOCTM OT KOHTEKCTa, mbO MHOXECTBO MpOrpaMMHO-annapaTHbIX CPeAcTs, obecnedmsaromx
pasBEpTbIBaHNE BUPTYadbHbIX MawnH, AMbo camu 3TW BUPTYyasibHbIE MaLLUHBLI 1 CUCTEMA UX CBSA3EN MeXAy
coboii.

2.2 VYcTanoska 1O

MN3BM, Ha koTopbix ucnonssytoTca cpeactsa susyanmsauum n CK3W, gomxHbl ObiTb gonylieHbl Ans
0bpaboTku KoHmnaeHumansHol nHdopmauun no aeicteyownm B Poccuiickoin Pesepauun TpeboBaHMSIM MO 3aluuTe
NHPOPMALMM OT YTEYKN MO TEXHUYECKUM KaHasam, B TOM 4ucie, no KaHany cesasu (nanpumep, CTP-K), ¢ yyetom
MOAENN Yrpo3 B MH(POPMALIMOHHON CUCTEME 3aKa34MKa, KOTOPbIM A0JKHO npotusoctosaTs CK3U.

Nuctannauna CK3W Ha paboumx mectax foSixHA MPOM3BOAUTLCS TONBKO C AUCTPUBYTUBA, MOSYHEHHOrO Mo
posepeHHomy kanany (pasgen 2 XKTAM.00101-01 95 01. MNpasuna nonb3osaHus).

K ycTaHOBKe OBLLECUCTEMHOrO U CrneumanbHOro nporpaMmHoro obecnedenusi, a Takxe CK3W, ponyckatoTcs
Mua, NPOLUIEALLNE COOTBETCTBYIOLLYIO MOAMOTOBKY 1 U3y4MBLUME JOKYMeHTauuto Ha cooTteeTcTrytowee [0 n CK3W.

Tpebosanus k yctaHoske nporpammHoro obecrnedennsi u CK3U B rocteBoii M XOCTOBOIA OnepauMoOHHbIX
cucremax:

e Ha TexHuueckux cpeactsax, npefHasHayeHHbIX AN paboTbl CO CpeAcTBaMU BUPTYaNM3aumm n B CO34aHHON
3TUMW CPEACTBaMW BUPTYasibHOW Cpefe ClefyeT WCMOJb30BaTh TOJNLKO JIMLEH3MOHHOE MPOrpammHoe obecneveHme
dupm — npomseoguTeneii.

e [lpn ycTaHoBKke nporpaMMHOro obecnedeHus BUPTyanm3aumm, rocTeBoii onepaumoHHol cnctemsl n CK3U
HEOBXOANMO MPOBECTU KOHTPOJIb LEJOCTHOCTU U JOCTOBEPHOCTL COOTBETCTBYIOLLIENO AUCTPUDYTUBA.

e Ha T35BM wu B BupTyanbHOW cpefe He [OJSXKHbI YCTaHaBAMBATbCA cpefcTBa  paspabotkum MO u
otnagumku. Ecnin cpeacteBa oTnagkum npunoXeHuid Hy>KHbl OJ1si TEXHOJNOMMYECKUX MOTPEOHOCTel opraHuzauuu, TO
MX MCMOJIb30BaHNE AOJHKHO OblTb CaHKLMOHMPOBAHO agMUHMCTpaTopoM besonacHoctu. lNpu aTom JoMXHBI ObITH
peasn30BaHbl Mepbl, UCKIOHAOLLNE BOSMOXKHOCTL NCMOL30BaHUS STUX CPEACTB AJs PELaKTNPOBAHNS KOAA N NaMATH
CK3W un npunoxennii, ncnonssytowmx CK3U, a Takxke gns npocmotpa koga u namstu CK3W n npunoxennii,
ncnonb3ytowmx CK3W, B npouecce 0bpabotkn CK3W 3awmuwiaemoin nncbopmaumm v/nnm npu 3arpy><eHHol KNtoHeBol
nHcbopmauun.

e [locne 3aBepweHMsi npouecca YCTaHOBKM [LOJIKHbI ObITb BbIMOJAHEHbI AEWCTBUS, Heobxogumble Ass
OCYLLECTB/IEHNSI MEPUOSMNYECKOrO KOHTpons uenoctHocTy yctaHosaenHoro MO CK3U, a Takxke ero okpyxeHus B
COOTBETCTBUW C AOKYMEHTALMEN.

e [locne 3aBeplieHust nmpouecca CO34aHUS BUPTYasbHOW MALLMHBI, BbINOJHEHUST TPebyeMbIX HACTPOeK u
3agaHus Tpebyembix napametrpos BM, fosmxHbl ObiTb BbINOAHEHbI LEACTBUS, HEObOXOAMMbIE ANS OCYLUECTBAEHUS
NEPUOLNHECKOrO KOHTPOJIS LENIOCTHOCTI HAacTpoek n napametpos BM.

Ons suptyanshbix mawmnd VMWare WorkStation, VMWare Player, VMWare Sphere ESX koHdburypaumoHHbiii
chaiin HaxoQUTCs B TOM XXe AMpPeKTopun, 4TO 1 0bpa3 BUPTYaNbLHOW MallMHbLI, UMEET paclupeHue .vmx. HasgaHue
KoHpurypauuorHoro daiina coBnafaeT ¢ UMEHEM BUPTYasIbHON MalunHbl. AHANOrMYHO KOHAUrypauuoHHsle daiib
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BUPTYanbHbiX MawuH Virtual Box nexart B gupekTopun ¢ obpa3soM BUPTYaNbHOW MalUUHbLI, UMEIOT paclLnpeHune
.vbox n HazBaHue, coBnagaroLlee C MMEHEM BUPTYasbHOW MallMHbL. [1ankoi No yMonYaHuio 45t XpaHEeHUst HACTPOEK
BUPTYyanbHbiX MawuH Hyper-V saBnsietca nanka \ProgramData\Microsoft\Windows\Hyper-V, nms coenagaet
C uMeHeM BupTyanbHoii MawwHel. RHEV no ymonuanuio xpanuT koHdurypauuoHHsie daiifibl B gupekTopun
/etc/libvirt/, nMs coBnagaet c MMeHeM BUPTYanbHOR MawuHbl. Jns XenServer nucopmaums o koHdurypaumm
BUPTYaNbHOW MalVHbl XPaHWUTCS B CMeuuanu3upoBaHHol 6aze MeTa-faHHbIX, AyO/JMpoOBaHHON Ha BCEX XOCTax
(runepsuzope) XenServer. AgmuHuctpaTtop, obnagatownii HEOOXOANMBIMN NPaBaMmn, MOXET OCYLLECTBUTb SKCMOPT
BUPTYasIbHOM MalLNHbI BMECTE C MEeTafaHHbIMW B OAHOM W3 CTaHAapTHbix dopmaTos — VHD wnnn OVF. Tot xe
aAMUHNCTPATOP MOXKET OCYLLECTBUTL PE3EPBHOE KOMMUPOBaHMWE METaAaHHbIX BUPTYasbHbIX MALUUH.

e [locne 3aBepwenuns npouecca ycraHoskn roctesoit OC fosiXKHbI ObITh BbINOJHEHbI AEACTBUS, HeobXoauMble
ONS1 OCYLLECTBJIEHUS] NEPUOSMYECKOTO KOHTPOJS LENOCTHOCTM yCcTaHoBAeHHOro cuctemuoro O B cooTBeTcTBUM C
npueeaérubim B gokymeHtauun CK3W cnnckom dhaiinoe, nogsexalmx KOHTPOO LESOCTHOCTH.

e [lpegycMoTpeTe Mepbl, UCKIOYAOWMNE BO3MOXKHOCTb HECAaHKLMOHUPOBAHHOrO He OBHapy)KMBAaemoro
M3MEHEHNS! annapaTHOW YacTU TEXHUYECKNX CPEACTB, Ha KoTopbix ycTaHoBneHbl CK3W 1 KoMnoHeHTbI BUPTYanbHOIA
NHpPaCTPyKTypbl (HaNpMMep, MyTeM OneyaTbiBaHUs CUCTEMHOrO bioka n pasbemos [19BM).

2.3 HacTpoiika runepsunsopa

HacTpoiikamu runepsusopa JosmkHO bbITb obecnedeHo BbiNoaHEHME Cnegyrowux TpebosaHuii:

e [lns kakgoli BMPTyanbHOW MalMHbI JOJKHA ObiTh BblAeneHa oTAenbHasi obnacTe onepaTUBHOW NamsiTu
XOCTOBOW MaLUUHBbI.

e Heobxognmo obecneunTs HEBO3MOXHOCTL MH(POPMALMOHHOTO OOMEHA MEXAY BUPTYasbHLIMU MaLIMHAMU C
NCMOb30BaHMEM ODLLMX PECYPCOB XOCTOBOW MaLUWHbI.

e Heobxonumo obecneqnts HEBO3MOXHOCTL MH(POPMALMOHHOrO OBMEHa MeXAy BMPTYasibHbIMU MaLlMHAMMU,
NPOrpaMMHBLIMU  MPOLECCaMN 1 OMEPaLVOHHON CUCTEMON XOCTOBOA MalUWHbI, HAa KOTOPOiW (PyHKLMOHUPYET
BUpPTYasibHasi NHAPACTPYKTYpa, UCMONb30BaHNEM ODLLNX PECYPCOB XOCTOBOW MaLUMHBbI.

e Heobxognmo obecneynts HEBO3IMOXKHOCTL MHGOPMALMOHHOIO OBMeHa MeEXAy MPOrpaMMHBLIMU MPOLECccaMu,
NCNONb3YEMbIMI AN [OCTYNa Mofb30BaTeNell K BUPTYasbHbIM MalIMHAM, W UHBIMU NPOrPaMMHBLIMUM NPOLECCaMM C
NCMOJIb30BaHNEM ODLLMX, Pa3fesieMblX PeCypCoB.

2.4 3awwTta ot HC/L npun akcnayatauyun CK3U

3anpeuweHo:

® OCTaBNATb 6e3 KOHTPONSA BbIYNCAUTENbHLIE CPEACTBA, HA KOTOPbIX SKCMIyaTUPYETCst BUPTyasbHast MallMHA C
ycTaHoBneHHbIM Ha Heli CK3W, n knuenTckue mecta (TepMuHansl) nocne BBOAA KiO4eBOl MHdOpMaumy anbo nHoiA
KoHbuaeHUMaNbHOR nHdopmaLuu;

® OCTaBNsITb DE3 KOHTPONS KIMEHTCKME MecTa (TepMUHabl) Nosb30BaTeNel BUPTyasbHbIX paboynx CTOM0B C
ycTaHoBneHHbIMM Ha Hux CK3WU;

® BHOCUTb Kakue-nmbo usMeHeHust B nporpaMmMHoe obecnedenne suptyanusaumun u CK3W.

Heobxoagunmo:

e opraHu3oBaTb 3aTupaHue (no okoHyaHum ceaHca pabotsl CK3W) BpemerHbix haiinos n daiinos nogkaqku,
dopmupyembix unu mognduumnpyembix B npouecce pabotel CK3W. Ecnn 310 HeBbinonnnmo, to roctesasi OC goskHa
NCMNOIb30BATLCS B O4HOMOIb30BATENILCKOM PEXMME U Ha XKECTKUM ANCK XOCTOBOV MalLMHbI, a TakXKe Ha 0bpas gucka
BUPTYaJIbHOR MaLUVHbI JOJKHbLI PACMNPOCTPAHATLCS TPeboBaHUS!, NPeabsBASEMbIE K KHOYEBLIM HOCUTENSIM.

® peryisipHO yCTaHaBAWBaTb NakeTbl obHoBneHusi besonacHoctn OC xoctoBoii Mawwmkbl u rocteson OC
BupTyanbHoii MawwuHbl (Service Packs, Hot fix u T.n.), obHoBnsiTb aHTUBMpYycHble 6asbl B COOTBETCTBUM C
HOPMATUBHLIMW [JOKYMEHTaMu 3KcnayaTupytoweli opraHusauuu. [lomumo obHosnenunii gns roctesoii OC u
rMNepBM30pa, PEKOMEHAYeTCsl ODHOBNATL WHCTPYMEHTbI BupTyanusaumm, Takme kak VMware Tools, XenTools,
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a TakXke YTWINTbI, WCMOJb3yeMble [Ns YNpaBieHUs Cpefoii BupTyanusauun. PekomeHpyetcs uccnefosaThb
MHPOPMALMOHHBIE PECYpCbl MO BOMPOCaM KOMMBIOTEPHON 6E30MacHOCTU C LeNbl0 CBOEBPEMEHHOW MUHUMU3ALMUN
onacHbIX MOCNeACTBU OT BO3MOXHOro Bo3geiicTeusi Ha OC. Takxe peKOMEHOYeTCsl PerynasipHO 3HAKOMUTCS C
bronneteHamu no 6HesonacHoCcTU, NyBAMKYeMble MPOU3BOAWTENEM TUMEPBU30PA, AJIS MOJydeHUs mHdopMauuu o
HallAeHHbIX YSA3BUMOCTSIX U UX MOTEHLMANLHOM BANSIHUM HA UHAPACTPYKTYPY BUPTYann3aLmu.

® VCK/IOHNTL BO3MOXHOCTL nonaganus B OC XOCTOBOW MaluMHbI, @ TaKXKE B FOCTEBYHOD CUCTEMY BUPTYasIbHOIA
MaLUUHBI MPOrpamMM, NO3BOASOLMX, NoAb3ysch ownbkamu OC, NoBbIWATL NPefOCTaBAEHHbIE NPUBUAETUN.

® UCKIO4YNTL oaHoBpeMeHHyto paboTy B roctesoii OC c pabotatowmm CK3U n 3arpyxeHHoll Knto4eBoii
nHdopMaLmeii HeCkoNbKMX nonb3osaTeneit. BupTyanbHas mawwuHa, dyrkymonmpytowas nog OC Windows, Ha
koTopoii ycrtanoeneno CK3W, pgomkHa uCnonb30BaTbCs TOMBKO B OAHOMOJIb30OBATENLCKOM pexume. B cnydae
HEBO3MOXHOCTU BbIMOJIHEHNST PEKOMEHAALMN B OPraHU3auum LOSDKHbI OblTb NPefycMOTPeHbl LOMOJHATENbHbIE
OpPraHM3aLMOHHbLIE Mepbl MO  ODECMneYeHMo COXPAaHHOCTU KIOYEBOW WHGOPMALMKU, XpaHSIWeRcs Ha  LaHHON
BMPTYaJibHO MalUWHE.

2.5 Cwucrtema ynpasneHunsi BUpTyasnbHOW Cpenom

CucTtema ynpasneHust BUpTyasibHOW CPefoii — 3TO YacTb BUPTYabHOW WHPPACTPYKTYpPhl, KOTOPasi C MOMOLLbHO
annapaTHO-NMPOrpaMMHbIX CPELCTE N CPEeLCTB CETEBOrO B3aUMOLEACTBMS obecneymnBaer:

e ynpasseHne runepen3opom (hopmMupoBaHne HaCTPOEK U 3afaHNE NapaMeTPOB);

® HaCTpoOliKy BUPTYaJibHbIX MaLUWH, BUPTYasbHbIX CETENR, NCNOJIb3YEMbIX XPAaHWINLL, JaHHbIX;

® LeHTpanu3auuio BUPTYyanbHbIX pecypcoB (obecnedeHne paboTbl BCex BUPTYaslbHbIX MalUWH, BUPTYasbHbIX
CETEBbLIX XPaHWIMLY, LaHHbLIX U BUPTYalIbHOrO CETEBOro 0bopymoBaHUs MHAPOPMALMOHHON CMCTEMbI, MOCTPOEHHONR C
NCMONb30BAHNEM TEXHOOTN BUPTYaNN3aLnm, Kak e4uHON BUPTYasbHON pacnpenenéHHoON BbIYUCAUTENbHON CeTh);

e ynpaB/ieHne nepemMelleHneM (MUrpaLneii) BUPTyabHbIX MaLlIMH C OAHOTO KOMMbIOTEPA Ha APYroii.

CeTb ynpaBsieHus BUPTYyanbHOW Cpefoii AOXKHA ObITh BblfeneHa B OTAeNbHbI ceTeBol cerMmeHT. [ns 3awmuTol
[JaHHOrO CerMeHTa JO/MKHbI UCMOJIb30BaThCS CPELACTBA MEXKCETEBOIO IKPAHNPOBAHNS 1 NPefOTBPALLEHNS BTOPXKEHWIA.

CeTb ynpasieHust BUPTyasibHOR MHGPACTPYKTYPOiA HE AOSKHA NOAKIIOYATLCS K OOLLEAOCTYMHBIM CETAM (CeTsim,
BOCTYM K KOTOPbIM HE OrpaHNYeH OMpeAenéHHbIM KPYroM anL).

2.6 TpeboBaHusi K MUrpaunm obpasoB BUPTYyasibHbIX MaLUWH

Mpu nepegave (Murpaunn) obpasos BM uepes npoctpancteo BHe K3 Heobxogmmo mcnonb3oBaTh KaHanbl,
3aWNWEHHBIE CPEACTBaMUN WNPOBAHNSA, WMEIOWMMU CepTUgUKAT YNOJHOMOYEHHOro opraHa. [lpum aTom gss
COrIaCcoBaHNsl CEaHCOBbIX KJtoYell LWNpoBaHUs HEOOXOANMO WCMONbL30BaTh KPUNTOrpacpMyeckne MpOTOKOJIbI,
obecneymBatoLe 3aLUTY CEAHCOBLIX KJKOYEH U ayTeHTUdMKaLMo B3aUMOLEACTBYIOLUX CTOPOH.

2.7 TpeboBaHna K co34aHUIO CHaMNWOTOB

Ha cHanwoT BupTyanbHOl MalluHbl, CAENaHHBbIA Nocie BBOAA K/OYEBOW MHAOPMaALMKU,  AOJXKHBI
pacnpocTpaHsTbcs TpeboBaHusi no obpalueHuto ¢ kntodeBbiMu HocuTensmu (pasgen 3 MKTAM.00101-01 95 01.
MpaBuna nonb3osaHus).

2.8 3awunTa OoT ceTeBbiX aTak Ha rMNepemn3op

Heobxoaumo:

® 1ICMO/Ib30BaTh MEXCETEBbIE 3KPaHbl I CUCTEMbI MPESOTBPALLEHNS] BTOPXKEHUI 4151 DNOKMPOBaHNS CETEBbIX
aTak n chuabTpauumn cetesoro Tpaduka;

e ycTaHaenmBaTb obHoeneHus O runepeusopa;

® NpoBOAUTL KOHTPOb uenocTHocTu 1O n HacTpoek runepsusopa;
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® MpoOu3BOAUTb PErncTpaunio AeNCTBUA aAMUHNCTPATOPOB BUPTYalbHOW Cpeabl.

2.9 3awwmTa oT ceteBbix aTak mexay BM

HomkeH bbITh 3anpewieH MHGOPMaLMOHHbLI OBMEH MEXAY BUPTYasbHLIMY MALLMHAMMN UCMOJIb30BaHNEM 0DLLMX
PECYpPCOB XOCTOBOU MalUWHbl, B TOM 4ucie obuwux obnacteli onepaTuBHON NaMsiTU XOCTOBOW MalUUHbI.

Mpumeyanune. ns onepaTueHol NaMsATN BbINOJIHEHWE faHHOrO TpeboBaHUs aBTOMaTUYeCKUN obecnedyneaeTcs
cpeacteamu Hyper-V, VMWare n XenServer. Heobxoanmo Takxxe obecnednTs HEBO3MOXHOCTbL NOAKIOYEHUS
Mo CeTM BUPTyasibHbIX MalUMH K CBOE XxocT-mawuHe (HacTpoiikamu bGpaHgmayspa u/wam ceTeBbIMU
NOSNTNKAMUM) N HEBO3MOXHOCTb YTEHUS| ANCKOB XOCT-MalUWHbI B BUPTYasbHbIX MalumHax (HacTpoiikamu
BUPTYaNbHBIX MaLUVH, KaCatOLWMXCsl JOCTYNA K JIOKaJIbHbIM Pecypcam).

2.10 KoHTponb yenoctHoctu O BuptyanbHon cpeapbl

Heobxoanmo BbINOAHSATL KOHTPOb LENOCTHOCTU CNEAYIOLNX KOMMNOHEHTOB BUPTYasIbHONR Cpeabl:

e 10 runepsn3opa (Ha XOCTOBOI MalLMHE);

® HaACTPOeK rmnepeusopa;

e [10 rocTeBoii onepaunoHHOR CMCTEMBI;

e 00pa30B BUPTYabHLIX MalWWH, B TOM YNCIEe, 3TaOHHbIX 0bpa3os BM, ucnonbsytowmxcs npu paseépTeiBaHum
HoBbIX BM.

KonTponb uenoctHoctn CK3W, ycTaHOBAEHHOrO Ha BUPTYasibHOW MaLUVHE, HEOBXOANMO NMPOBOANTL aHANOMUYHO
koHTposto uenoctHoctn CK3W, yctaHoBneHHOro Ha chusnyeckoii nnaTdopme.

2.11 TpeboBaHna K 3TaNIOHHbIMX 3arpy304HbiM obpasam BM

MNpun co3gaHnm 3TaNoHHbLIX 0OPa30B BUPTYasbHbLIX MALLNH NPEABAPUTENLHO JOJIXKHA ObITh BLINMOJIHEHA NMPOBEPKA:

® COOTBETCTBUS NMapaMeTPoB n HacTpoek BM ycTaHoeneHHbIM TpebosaHusM BesonacHocTy;

e uenoctHoctn cuctemHoro [10 roctesoii OC u O CK3W B cooTBeTcTBMM C  3KCMAYyaTaLMOHHOIA
pokymenTaumein Ha CK3W. Mocne cozpganns atanoHHoro obpasa (knoHa) BM gomkHa bbiTh BbINONHEHA KOHTPOJIBHAS
ycTaHoBka BM ¢ paHHoro obpasa n koHTposibHas npoeepka uenoctHocTn cuctemHoro MO rocresoin OC n MO CK3WU;

Onsi Kaxxporo 3TanoHHOro obpasa BUPTYaNibHbIX MaALIWH  AOJKHbLI  BbIMOJHATECSA  PErsiaMeHTNPOBaHHbIE
npoueaypbl OBHOBAEHNS HACTPOEK, BKAKOYEHHBLIX B 0bpa3 nporpaMMHbix koMmnoHeHT CK3U.

[lomkHO BbINOMHSATLCS CBOEBpeMeHHOe 0bHOBIEHNE HAacTpoek BM, BK/IOYEHHLIX B 3TaNOHHbI 0bpas.
[onxHa BbINONHSATHLCS CBOEBPEMEHHast ycTaHOBKa obHoBneHuii besonactoctn OC (rocTesoii n xocToBOM).

3arpy304Hble 0Opasbl JOMKHBLI CO34aBaTbCS TOMBKO AJ1st BUPTYaibHbIX MALUNH, CO3LaHHbLIX C UCMOIb30BAHNEM
STasoHHbIX 06pa30B. [Mpy 3TOM AOKHO BbITL NCKIIIOYEHO BHECEHME B STAJIOHHbLIA 0Bpa3 M3MEHEHU, BbIMOMHEHHBIX
npn CO34aHNM 3arpy304HbIX 0bpa3os.

KonupoBaHune 00pasoB  BuMpTyanbHbIX MawWWH C  BBEAEHHOW  K/O4YeBOW  uHdopmauuneidn  u/nan
uHuypnanusuposarHeim MACH 3anpeweHo.

2.12 TpeboBaHus k ayteHTucdpurkaumm nono3sosartenen CK3U

Ons  ayteHtndpukauum nonb3oeateneii CK3W  pgonycTumo wucnosnb3oBaTh naposu, YLOBNETBOpPSIOLLME
cnefyowmm yCaoBUSIM:
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® [AMHA Napons AOMXKHA BbITb He MeHee 8 CUMBONOE;

® B 4UC/IE CUMBOJIOB Naponsi 0bA3aTeNbHO AO/KHBI NPUCYTCTBOBaTb DYKBbI B BEPXHEM U HUXKHEM PErncTpax,
undpsl 1 cneyunansHole cumeonsl (@, #, $, &, *, % v .n.);

® Maposib He AOJKEH BKJIOYATh B CEDS NIErKO BbIYMC/ISIEMbIE COYETAHUSI CMMBOJIOB (MMeHa, damuaum 1 T. 4.),
a Takxe obuwenpunsToie cokpawerusi (USER, ADMIN, ALEX n 1. a.);

® Mpu CMEeHe NapoJsist HOBOE 3HAYEHME LOJIKHO OTNNYATHLCS OT NPEAbIAYLLErO HE MEHee Yem B 4-x No3uuusx;

e AUYHbIT NapoAb NOb30BaTeNb He MMEET NpaBa coobLIaTbh HUKOMY;

® MEPUOANYHOCTE CMEHbI MNapONs ONpeAenseTcsa MNPUHATONW NoAnTMKON 6e30MacHOCTM, HO HE AOSKHa

npeBbILATb 6 MECALEB.
2.13 TpeboBaHune K ynpasaeHunto 40CTYyNom

LLITaTHbIMK CpescTBamMu BUPTYanM3auumn SOJKHO BbIMOMHATLCS YNpaBieHne AOCTYNOM CyOBeKTOB gocTyna K
obbekTam [OCTyna B BUPTYasibHON MHAPACTPYKTYpPE, B TOM YUC/Ie BHYTPU BUPTYaSbHBIX MaLUVH.

2.14 TpeboBaHue K perucrpaunm codbbITnA

LLTaTHbIMKU cpeacTBaMU BUPTYanM3auum [O/DKHA BbINONHATLCA peructpauust cobwitmii 6esonacHocTn B
BUPTYaNbHOR MHPACTPYKTYype.
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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